
Query type Baseline Security (MBSA)
Enabled Yes
Comments Offline: Query security vunerabilities using the MBSA engine and local

security cab files. If there is an internet connection present from the
servers, disable this task

Query Windows vulnerabilties Yes
Query weak passwords Yes
Query IIS vulnerabilities Yes
Query SQL vulnerabilities Yes
Query security updates Yes
Log MBSA actions Yes
Security catalog (V2.0.1 or later) Force use of this cab file : "wsusscn2.cab"
Security catalog (V2.0) Force use of this cab file : "wsusscan.cab"
Security catalog (V1.2) Force use of this cab file : "MSSecure_1033.cab"

Condition
No expressions specified

Agent XP-READY
Finished on 21-02-2009 01:06:18 (local)

Status Completed
Result Completed

Job result Refer to the following page(s) for the query results
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 Security Assessment Incomplete Scan
Property / Value

Computer name / DEMO\XP-READY
IP address / 10.5.5.10
Scan date / 21-02-2009 01:06
MBSA version / 2.1.2104.0
Catalog synchronization date / 2009-02-12T20:14:39Z
Security update catalog / Microsoft Update (offline)
Security assessment / Incomplete Scan

Administrators Strong Security : No more than 2 Administrators were found on this
computer.

User
Administrator
DEMO\LocalAdmins

Auditing Security FYIs : Enable auditing for specific events like logon/logoff. Be
sure to monitor your event log to watch for unauthorized access.

Autologon Strong Security : Autologon is not configured on this computer.

Automatic Updates Potential Risk : The Automatic Updates feature is disabled on this
computer.

File System Strong Security : All hard drives (1) are using the NTFS file system.
Drive Letter / File System

C: / NTFS

Guest Account Strong Security : The Guest account is disabled on this computer.

IE Zones Strong Security : Internet Explorer zones have secure settings for all
users.

IIS Status Check Not Performed : IIS is not running on this computer.

Incomplete Updates Security FYIs : No incomplete software update installations were
found.

Local Account Password Test Strong Security : Some user accounts (1 of 4) have blank or simple
passwords, or could not be analyzed.

User / Weak Password / Locked Out / Disabled
Guest / Weak / - / Disabled
HelpAssistant / - / - / Disabled
SUPPORT_388945a0 / - / - / Disabled
Administrator / - / - / -

Macro Security Check Not Performed : No supported Microsoft Office products are
installed.

Password Expiration Potential Risk : Some user accounts (2 of 4) have non-expiring
passwords.

User
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Accounts with a green check have passwords that do not expire but were specified in NoExpireOk.txt
Administrator
Guest
HelpAssistant
SUPPORT_388945a0

Restrict Anonymous Severe Risk : Computer is running with RestrictAnonymous = 0.  This
level allows basic enumeration of user accounts, account policies, and
system information. Set RestrictAnonymous = 2 to ensure maximum
security.

Security Updates Incomplete Scan : Computer has an older version of the client and
security database demands a newer version. Current version is  and
minmum required version is 5.8.0.2678.

Services Security FYIs : Some potentially unnecessary services are installed.
Service / State

The following list of services should only be enabled on computers that require their functionality. Services that are not required should
be disabled to reduce the attack surface of the system.
Telnet / Stopped

Shares Security FYIs : 3 share(s) are present on your computer.
Share / Directory / Share ACL / Directory ACL

Access: F - Full, R - Read, W - Write, D - Delete, X - Execute, C - Change
Q$ / Q:\ / Admin Share / Directory ACL can not be read.
ADMIN$ / C:\WINDOWS / Admin Share / BUILTIN\Users -  RX, BUILTIN\Power Users -  RWXD, BUILTIN\Administrators -  F, NT
AUTHORITY\SYSTEM -  F
C$ / C:\ / Admin Share / BUILTIN\Administrators -  F, NT AUTHORITY\SYSTEM -  F, BUILTIN\Users -  RX, Everyone -  RX

SQL Server/MSDE Status Check Not Performed : SQL Server and/or MSDE is not installed on
this computer.

Windows Firewall Security FYIs : Windows Firewall is disabled and has exceptions
configured.

Connection Name / Firewall / Exceptions
Connections listed without a score do not have Windows Firewall capabilities. * marks settings affected by the overall state or settings
of the firewall.
All Connections / Off / Programs, Services
Local Area Connection 2 / Off* / Programs*, Services*

Windows Version Security FYIs : Computer is running Microsoft Windows XP.
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